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5.5
Security visibility and configurability

5.5.1
Visibility

Although in general the security features should be transparent to the user, for certain events and according to the user's concern, some user visibility of the operation of security features shall be provided. This yields to a number of features that inform the user of security-related events,: 

-
mandatory indication of access network encryption: the property that the user is informed whether the confidentiality of user data is protected on the radio access link, in particular when non-ciphered calls are set-up;

-
indication of the level of security: the property that the user is informed on the level of security that is provided by the visited network, in particular when a user is handed over or roams into a network with lower security level (3G à 2G) This indication is optional from manufacturer.

5.5.2
Configurability

Configurability is the property that the user can configure the use or the provision of a certain security feature The following configurability features shall be provided:

-
Enabling/disabling user-USIM authentication: the user should be able to control the operation of user-USIM authentication;
-
Accepting/rejecting non-ciphered connections: the user should be able to control via the MS user interface whether the user accepts or rejects non-ciphered connections with the following provisions:
-
the user control for accepting/rejecting non-ciphered connections shall be pre-set to ‘reject’ in ME from manufacturer and shall return automatically to ‘reject’ position  after a ciphered connection has been set up

-
if the terminal is in ‘reject’ position, and a ciphered connection can not be provided the connection attempt is rejected and the user should be informed of this and prompted if she wants to allow non-ciphered connections until ciphering is available 

-
emergency calls shall override the reject of non-ciphered connections feature


-
the user shall be able to disable the reject of non-ciphered connections feature so that non-ciphered connections will always be accepted (until further notice)


6.4.2
Ciphering and integrity mode negotiation

When an MS wishes to establish a connection with the network, the MS shall indicate to the network in the MS/USIM Classmark which cipher and integrity algorithms the MS supports. This information itself must be integrity protected. As it is the case that the RNC does not have the integrity key IK when receiving the MS/USIM Classmark this information must be stored in the RNC. The data integrity of the classmark is performed, during the security mode set-up procedure by use of the most recently generated IK (see section 6.4.5).

The network shall compare its integrity protection capabilities and preferences, and any special requirements of the subscription of the MS, with those indicated by the MS and act according to the following rules:

1)
If the MS and the network have no versions of the UIA algorithm in common, then the connection shall be released.

2)
If the MS and the network have at least one version of the UIA algorithm in common, then the network shall select one of the mutually acceptable versions of the UIA algorithm for use on that connection.

The network shall compare its ciphering capabilities and preferences, with those indicated by the MS and act according to the following rules:

1)
If the MS and the network have no versions of the UEA algorithm in common and the network or the MS is not prepared to use an unciphered connection, then the connection shall be released.

2)
If the MS and the network have no versions of the UEA algorithm in common and both the MS and the network are willing to use an unciphered connection, then an unciphered connection shall be used.

3)
If the MS and the network have at least one version of the UEA algorithm in common, then the network shall select one of the mutually acceptable versions of the UEA algorithm for use on that connection.

Because of the separate mobility management for CS and PS services, one CN domain may, independent of the other CN, establish a connection to one and the same MS. Change of ciphering and integrity mode (algorithms) at establishment of a second MS to CN connection shall not be permitted. The preferences and special requirements for the ciphering and integrity mode setting shall be common for both domains. (e.g. the order of preference of the algorithms).
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